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Abstract: The trend in the current multiple technology network environment is to reduce the number of network technology layers 
and form a dual layer, packet over circuit architecture. Carrier Ethernet (for the packet layer), optical networks (for the circuit layer) 
and GMPLS, are dominant enablers in this scenario. Survivability and robustness will be of critical role for the accomplishment of a 
transport class of network. This paper describes the fault recovery functionalities in optical, Carrier Ethernet and GMPLS networks, 
considering the role of GMPLS in each scenario. We overview the currently standardized schemes and published research, evaluate 
different cases and comment on unresolved issues and required extensions. 
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1. Introduction 

Future networks are going to provide connections 

of high bandwidth and for this reason, survivability 

will be a standard requirement. Survivability has been 

studied for many years on different technologies.  

Optical network survivability is discussed in 

Section 0 to include all optical networks and the new 

requirements they impose, the digital wrapper 

standard (G.709), optical ring, mesh and linear fault 

recovery, the application and the present extensions of 

GMPLS for optical networks, the main principles of 

the ASON (automatically switched optical network) 

framework and how this could be used for fault 

recovery and finally, fault recovery issues on the 

upcoming OBS (optical burst switching) technology. 

Section 3 describes current developments in Carrier 

Ethernet including OAM standards and fault recovery 

based on this, GMPLS and the new requirements for 

its introduction in Carrier Ethernet networks, PBB-TE 

(provider backbone bridge-TE) and PLSB (provider 

link state bridging) with possible fault recovery 

schemes and packet ring topologies fault recovery. 
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Section 4 presents the existing fault recovery 

extensions in MPLS/GMPLS and its OAM standards. 

Multilayer fault recovery benefits, enabling 

technologies and research done are explained in 

Section 5. 

2. Optical Network Survivability 

There are two types of optical networks, photonic 

or all optical (OOO) where no processing of the signal 

is done in the electronic domain and opaque or 

semitransparent optical networks (optical electrical 

optical), where processing of the signal at nodes is 

done by converting the signal in electronic form. OEO 

networks have the advantage of being more flexible as 

smaller granularity traffic channels can be reorganized 

(separated, monitored, rerouted, merged) after being 

converted to electronic form. However, they are not 

scalable, since each fibre duct may have thousands of 

wavelength channels (to be converted in electrical 

form) and we need one transponder for each 

wavelength channel. OOO networks have the 

disadvantage that it is difficult to perform fault 

localization or other essential functions for 

survivability (such as performance monitoring) of the 

data signal. They also require a dedicated channel 
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(possibly a separate wavelength) for the 

control/management and the OAM signals, as these 

need to be processed in electrical form and finally 

they are prone to signal degradation in the absence of 

regeneration. OEO have their control and OAM 

channels transported along with the data signal (in 

overhead bits) and can make use of the already 

available survivability framework of SDH/SONET 

(ITU G.782). These facts make a direct impact on the 

survivability processes. 

All optical networks are not going to be 

commercially popular for some years ahead. In the 

mean term, optical signals are going to be processed 

in electronic form. In any case, we need to administer 

the light paths in the WDM network either if it is an 

OOO or an OEO network. If we were going to depend 

on SDH/SONET overhead and OAM functionalities, 

then all signals that enter the optical network need to 

be in SDH/SONET format. To avoid this limitation, 

ITU G.709 recommendation [1] defines the signal 

structure between WDM optical nodes, and the new 

overhead information in this signal, to manage this 

multi-wavelength optical network and the light paths 

in it. Among others, it defines a new set of overheads, 

which are going to be processed in electronic form, to 

guarantee the signal integrity. Its architecture is quite 

similar to that of SDH/SONET but extended (e.g., 

Enhanced FEC and six levels of flexible operator 

defined Tandem Connection Monitoring). G.709 

refers to the OTN (optical transport network), an 

optical network which will be able to transport any 

type of client signals (e.g., SDH or Ethernet) and this 

is possible by avoiding the dependence on the 

SDH/SONET frame format as explained.  

G.709 defines seven layers of overheads for 

network administration, four in band (in the GCC—

General Communications Channel) and three 

out-of-band (in the OSC — Optical Supervisory 

Channel) [2 Section 9.5.7], [1]. GCCs are used to 

enable APS, FEC, transfer of GMPLS or other ASON 

(Section 0) signalling, backward and forward defect 

indicators, tandem signal performance monitoring etc. 

The new FTFL (fault type and fault location) bytes 

can carry fault information at section or tandem end 

points to help the system localize the fault. Each 

wavelength has this type of overheads applied to the 

information that it carries and is added to the user 

information as this enters the optical layer. 

In addition to the GCC overheads and after the 

signals are converted in optical form, all wavelengths 

are supported by overheads in the OSC channel, 

out-of-band. This type of overhead can be processed 

in all optical networks. The advantage of this out of 

band OSC channel arrangement is that only this 

channel may be processed (by converting it to 

electronic form) in the all optical network, without 

having to process data in each wavelength. Fig. 1 

shows such an arrangement. OSC overhead 

information is per OCh (wavelength), per OMS 

(between multiplexers) and per OTS (fibre level). In 

[3 Section 6.2] recommendations for the OTN OAM 

are given, for each of the three (OCh, OMS, OTS) 

optical layers. 

OSC can be used to carry signal traces, defect 

indicators and APS messaging. One of the 

disadvantages of using an out of band channel like 

OSC, is that if per wavelength functions need to be 

applied, some mechanism has to exist to enable 

wavelength identification. An alternative to OSC for 

carrying overhead information is subcarrier 

modulation on each wavelength frequency. Out of 

band OAM will allow support of any client signal 

such as gigabit Ethernet, ESCON, cable video signals 

etc.,  as  overhead  format  is now  independent  of the 
 

 
Fig. 1  OSC channel processing.  
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data format. 

As the hardware technology for optical nodes is still 

developing, the techniques for survivability will also 

adapt accordingly. For example, it is expected that 

future optical nodes will be able to do signal 

processing in the optical domain by using optical logic 

gates and optical flip-flops [4], performance 

monitoring [5] by measuring the spectrum and employ 

all optical regenerators. A review of technologies for 

optical network devices is given in Ref. [2]. At 

present, reconfigurable optical nodes such as 

ROADM and the use of tuneable lasers facilitate the 

introduction of dedicated control plane such as 

GMPLS by which recovery functions can be enforced. 

In the optical layer, rerouting is done either per 

optical wavelength (OCh), per waveband (set of 

wavelengths), or per fibre (optical multiplex section—

OMS). Waveband routing [6] combines the switching 

port savings of per fibre routing and the flexibility of 

the smaller (to fibre routing) granularity, of 

wavelength routing. 

In optical networks, an additional constraint is 

naturally presented in the rerouting process, that of the 

wavelength continuity. The wavelength (frequency) of 

the light has to be the same in all links along the path. 

The use of wavelength converters can remove this 

constraint, and can allow bandwidth on the network to 

be used more efficiently, but they also have a very 

high cost (at present they require conversion to 

electrical). This is the well-known RWA (routing and 

wavelength assignment) problem [7]. Numerous 

studies have been done assessing the effect on the cost 

and bandwidth efficiency, of the introduction of 

different number of wavelength converters in the 

network. It has been found that a small number of 

wavelength converters can increase bandwidth 

efficiency significantly the effect depending on 

network topology with rings benefiting less. In 

distributed restoration, there may be competing end 

nodes trying to use the same wavelength, resulting to 

deadlock. The use of wavelength converters could 

reduce this phenomenon while the existence of a 

coordination mechanism could provide more optimal 

reroutes. In Ref. [8] a scheme is explained for 

improving contentions of wavelength reservations 

during distributed rerouting. 

While light paths are operational, backup resources 

should be preferably used, if not needed for backup. 

Wavelength numbers are reserved (to be used when 

the backup is needed) but are not allocated (no cross 

connections are made) in order to be used in normal 

network conditions by extra traffic. 

Ring protection schemes are classified according to 

whether they reroute individual channels (paths) or 

spans, and if resources in the ring can be shared (more 

bandwidth efficient) or not. Path switched rings allow 

per path choice of recovery, with the possibility for 

this path recovery to be combined with another (e.g., a 

client) recovery scheme. Rings can be interconnected 

in a hierarchical or flat architecture and be connected 

by dual homing with an OXC or OADM. In Ref. [9] 

an optical APS protocol is proposed for optical rings, 

which is implemented as an IP lightweight protocol 

over OSC. ITU G.873.2 specifies ring protection but 

is still under development. More information on 

transparent optical rings can be found in Ref. [10]. 

while Ghani and Guo [11] provided description of 

issues related to optical ring protection. 

Linear protection in optical networks is specified in 

ITU G.873.1 recommendation. 

Optical mesh network survivability methods and 

technologies can be found in Ref. [12]. Distributed 

restoration for meshed optical networks is not 

standardised. Several schemes have been researched 

until today for mature technologies such as 

SONET/SDH. Taking into account the additional 

constraints in optical networks (transparency, RWA 

etc.), they can in principle be applied to optical 

networks. However, the introduction of ASON, 

GMPLS and PCE architectures provides the 

framework for new schemes to be devised as 

explained. 
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2.1 GMPLS for Optical Networks 

GMPLS can be used to setup light paths via, e.g., 

RSVP-TE signalling transported over OSC. GMPLS 

has been extended to provide functionalities for the 

RWA constraint by defining the “Suggested Label” 

object which will contain the available wavelengths 

along the route. OSPF-TE has also been extended [13] 

to be able to distribute the available wavelengths over 

fibres for route calculation based on RWA. Using 

GMPLS, wavelength rerouting is possible, following 

the protection procedures defined in GMPLS (Section 

0), i.e., segment, end-to-end, 1+1 etc. 

GMPLS has some limitations imposed by the 

nature of optical networks. The most noticeable are 

that label merging is not possible since two or more 

wavelengths cannot be combined in one, and also that 

the label IDs need to reflect the wavelength 

frequencies in the fibre. The tearing down of a 

connection needs additional procedures in all optical 

networks. If only the source-destination pair take part 

in this, then intermediate nodes will sense the LOL 

before the signalling command arrives to tear it down, 

and reacting to LOL will generate alarms. GMPLS 

use the administrative state of the LSP which can be 

set via an Admin_Status Object contained in a Notify 

message [14], to indicate that the LSP is in a 

temporary state. 

GMPLS could also be used for fault recovery in 

optical rings. New requirements on this are currently 

being address in research studies. Firstly, there is no 

method defined in GMPLS to perform multiplex 

section (all wavelengths in fibre) protection and 

secondly, the protection schemes defined are not 

suited for ring topologies. In Refs. [15, 16], a new 

method and protocol is suggested for solving the 

former and the later, respectively. 

A more detailed description of fault recovery using 

GMPLS is given in Section 4. 

2.2 Automatically Switched Optical Network 

ASON [17-19] is an architecture of control 

components that allow user initiated setting up and 

tearing down light paths over multiple domains, in an 

similar fashion as a dial tone in the PSTN. It is aimed 

to be highly resilient to faults, and specifically 

targeted at transport networks. In contrast to the 

classic arrangement in transport networks which until 

now are operated via management, a distributed 

control plane is added in this architecture. 

Connections can now be setup in the shorter timescale 

of signalling. This control plane can also be used for 

fault recovery. If needed, the higher layer may request 

a new connection to the lower layer during recovery. 

Dynamic restoration by signalling can offer resource 

savings in transport networks, which until now have 

mostly, recovery by protection (static). By having a 

reconfigurable lower layer, protection resources at 

higher layer can be reduced, since the provisioning of 

connections to the higher layer, can be on demand, 

after fault, and not preallocated. Taking into account 

that a router costs many times more than a lower layer 

switch for the same capacity, avoiding allocating 

backup resources at the higher layer, and rather asking 

for it when needed, is cost efficient. 

ASON follows the so called overlay model for the 

multilayer control and assumes that domains or layers 

have their own separate control, with no complete 

trust between control domains. Topology information 

is selectively advertised between domains via defined 

interfaces. In ASON therefore, the connection 

requesting entity, will never see how the working and 

the backup will be link disjoint, but rather it can only 

make a request for a link disjoint connection. In 

ASON, interfaces are defined between user-network 

(UNI) and between operators (E-NNI). Both need to 

be used in order for an end to end connection to be 

setup.  

The ASON architecture has elements which can be 

exploited by restoration mechanisms. Specific 

functional entities have been defined, such as the 

Connection Controller, Routing Controller and the 

Link Resource Manager. These can be distributed or 
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centralised. Functionality of these functional entities 

could provide information for survivability (such as 

signal condition, free bandwidth, disjoint links) and 

facilitate the intelligent framework for restoration. 

ASON adopts a hierarchical addressing scheme, 

something unavoidable in a situation of non-trusted 

network administrative areas, where delegation of 

local detailed routing is left to the subnetwork/domain. 

These subnetwork/domains hide their internal links 

and addresses to the outside world. A fault can be 

managed locally in the domain where it happened, 

without involvement of the other domains, or recovery 

action can be coordinated between domains end to end. 

Both source based and step-by-step (distributed) 

routing/rerouting is supported. 

The reconfiguration of the transport network for 

resilience, can be done both reactively as rerouting 

from failure, and proactively as reoptimization. 

Reoptimization helps increasing the signal quality and 

network integrity, since with optimization, shorter 

routes in the higher layer are found bypassing the 

intermediate routers and connecting two routers 

directly according to traffic load, thus reducing delay, 

jitter and the probability of fault. 

ASON specifies the control plane functionality 

independently of the specific protocol technology, and 

therefore different protocols could be chosen, one of 

them is GMPLS. 

2.3 Optical Burst Switching Survivability 

OBS allow capacity savings via statistical 

multiplexing and flexible bandwidth granularity. It is 

shown that OBS can provide better grade of service 

compared to OCS for the same failure situation [20]. 

In OBS [7, 21], before a data burst is transmitted, a 

BCP(burst control packet) is sent on a different 

channel, but along the same path that the data burst is 

to follow, to setup the optical switches, only for the 

duration of the burst. The action of setting up the OBS 

nodes is unacknowledged. BCP packets are 

transported via subcarrier modulation on the data 

wavelength or over a separate wavelength and 

processed electronically, while data bursts are passed 

through transparently in optical form. At this time, the 

BCP format is not standardized.  

In OBS fault recovery, since user information 

transport is jointly realised by BCP and the data burst, 

both the BCP channel and the data burst wavelength 

have to be jointly managed. If local rerouting is used, 

contentions may occur at the fault locality, as the 

rerouted bursts may collide with other working bursts, 

since it is very difficult to be aware of other source’s 

bursts time slots. Contentions can be reduced by the 

use of wavelength converters or optical buffering 

(both expensive solutions), deflection routing (routing 

over another path) or burst segmentation (segment 

conflicting burst to eliminate overlap) [7].  

LOL is more difficult to be detected in OBS 

networks, since the absence of light may be because 

of the absence of bursts. GMPLS LMP could be used 

to resolve this ambiguity and detect any fault. Another 

unique concern in OBS is that any rerouted burst, may 

arrive at destination before their intended time (if the 

reroute path is shorter), creating an out of order burst 

sequence. Further, the required BCP offset time (the 

time advance relative to the data burst) is related to 

the data path hops. Each hop introduces delay during 

the electronic processing of the BCP, the total of 

which depending on the number of hops. Therefore to 

assure that BCP is received before the data burst 

(which is not processed in nodes) BCP time advance 

need to be grater than the total BCP delay. Since 

backup paths may be of different hops, this offset time 

need to be known and adjusted for each backup path.  

GMPLS could be used in OBS but with limited 

functionalities as it is not compatible with OBS [22, 

23]. This is because OBS resources are reserved just 

before the burst, while in GMPLS resources are 

reserved when the LSP is setup. Also GMPLS does 

not support fields for BCP offset time etc. GMPLS 

could be used to setup the LSP burst path (as a session) 

considering available resources but without allocating 
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them, with the BCP allocating resources at the 

required time slot. The label could be transported 

together in the BCP packet. GMPLS extensions are 

required for introducing GMPLS and its survivability 

framework in OBS. For example, extended OSPF-TE 

with OBS related new topology information (e.g., 

buffers, burst loss ratio etc.), new routing constraints 

(e.g., BCP offset time) etc. This way, GMPLS’s 

OSPF-TE, LMP and other related protocols could be 

used to administer the OBS network with all the 

added benefits.  

A short review of fault recovery methods for OBS 

is given in Ref. [24], together with a suggested 

implementation of GMPLS for OBS restoration.  

3. Carrier Ethernet Survivability 

Driven mainly by cost benefits, Ethernet has been 

adopted in the operator part of the network as a carrier 

technology. Carrier Ethernet does not have the 

CSMA/CD protocol but have kept its frame format so 

that seamless integration to the user Ethernet LAN is 

possible. 

Ethernet originally did not have protection or 

performance monitoring functions, and for this reason, 

an extended revision was made to add functions for 

this requirement. It should be noted that Ethernet 

switches have the advantage of having much less 

MTTF than similar SONET/SDH (since they are more 

simple) and therefore an Ethernet network with the 

same backup resources as a SONET/SDH could have 

much better availability than the SONET/SDH. 

Ethernet could be transported over WAN via 

different networking technologies including SDH, 

MPLS, or PBB (IEEE 802.1ah). We will here describe 

the survivability features of PBB after describing the 

new Ethernet OAM functions. PBB has the advantage 

compared to the other technologies, that is more close 

to the Ethernet world (based on MAC addresses). 

3.1 Carrier Ethernet OAM 

OAM packets allow fault recovery without the 

presence of signalling. Standard bodies have defined 

an extensive set of OAM functions for Carrier 

Ethernet [25-27] as shown in Fig. 2. We will mainly 

cover the ITU and IETF standards.  

Now it is possible to have up to eight levels of 

OAM as shown in Fig. 3. End to end OAM could be 

exercised over paths which may build on top of 

disparate server technologies. Service level OAM 

could test the service quality delivered to the user. 

Link level OAM could measure the link condition, 

either in the carrier network or close to the customer 

(first mile) connection, as now the user device can 

also initiate OAM. 

The same OAM function (e.g., CCM) could be 

presented in many layers but the level of detail and the 

responsiveness will be different. Complex 

monitoring/control arrangements could be setup by 

establishing MEPs (maintenance end points) across 

defined (possibly nested) maintenance domains in the 

network, to exchange OAM packets and perform the 

OAM functions. Protection is executed by exchanging 

APS OAM messages between MEP entities. APS 

information is carried within the APS PDU which is 

one of a suite of Ethernet OAM PDUs (ITU G.8031). 

During ESP (Ethernet LSP) set up, OAM MEPs need 

to be created to take care of the connection integrity 

[28].  

With regard to performance monitoring, loss, delay 

and jitter could be measured by exchanging time 

stamped/sequenced OAM packets. Fault management 

can be done via CC (continuity check) packets     

as a heartbeat monitoring, LB (loop back) for 

on-demand failure verification, LT (link trace) for 

route recording and failure localization, AIS (alarm 

indication signal) for informing other nodes and upper 

layers of a fault condition and possibly suppress 

multiple alarms and RDI (remote defect indication) 

with a similar function to AIS but sent in the  

opposite direction. Overall Ethernet OAM has gone a 

long way and now is superior to MPLS OAM as 

shown at Fig. 4. 
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Fig. 2  Ethernet OAM standards (Fred Ellefson - advances in Ethernet OAM - Metro Ethernet Forum).  
 

 
Fig. 3  Ethernet OAM levels ([27]).  
 

There are some concerns in the previously 

mentioned Ethernet OAM framework, such as 

scalability and confidentiality together with several 

required improvements in existing OAM  

functionality. In a single switch port, there may be 

thousands of VLANS and eight levels of OAM, 

resulting to a quite large volume of OAM traffic, 

especially, if we consider aggressive OAM, e.g., CC 

liveliness messages every 3.3 ms. Confidentiality 

issues may arise in situations where for example, a 

provider may not allow customer initiated OAM 

passing through the provider’s network. Interworking 

between Ethernet and other layers also needs to be 

defined, in order to translate native information from 

one layer to the other and coordinate layered OAM 

[29]. 
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Fig. 4  Ethernet OAM functions.  
 

Based on this OAM framework, Ethernet protection 

mechanisms have been defined in ITU G.8031 

(Ethernet Linear Protection) and G.8032 (Ethernet 

Ring Protection). Since these protection mechanisms 

are based on OAM, they execute without the need of 

control or signalling. 

Another form of resilience mechanism common in 

Ethernet, which again does not need signalling, is 

Link Aggregation. In this, many server layer paths 

connecting two Ethernet nodes may be aggregated, to 

serve a single demand, giving higher resilience by 

diversification. 

3.2 Provider Backbone Bridge 

In PBB (IEEE 802.1ah) the QoS of an Ethernet 

connection is guaranteed by establishing a defined 

path on the network and performing traffic 

engineering (CAC etc.) on this path. Fault recovery in 

PBB is based on Ethernet’s STP (spanning tree 

protocol) or RSTP (rapid spanning tree protocol), 

which both achieve unacceptable restoration times for 

carrier networks (above 50 ms) due to convergence 

delay. 

PBB-TE (IEEE 802.1Qay) is a modified version of 

PBB that has withdrawn the use of STP for 

dynamically populating MAC forwarding tables and 

relies on a control or management entity to set up the 

forwarding tables and the paths. This entity could 

assume the responsibility for administering fault 

recovery, either by taking part only in the 

provisioning stage or by taking an active role during 

its execution. 

3.3 GMPLS controlled Ethernet 

Yang, Lehman and Tracy [30] describes an 

architecture for establishing simple high capacity 

Ethernet VLANs via GMPLS’s OSPF-TE and 

RSVP-TE. Fedyk and Berger [31] described how 

GMPLS could be applied and the extensions needed, 

in carrier Ethernet. It is suggested that there will be a 
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need for different extensions to match the plurality of 

carrier Ethernet switching types e.g., based on MAC 

only, following the PBB switching scheme etc..  

In Ref. [28], the GMPLS extensions needed for 

PBB-TE are presented. The GMPLS label will reflect 

the combination of carrier VLAN ID plus the PBB-TE 

MAC address. OSPF-TE would need to distribute the 

free VLAN IDs. RSVP-TE messages containing an 

ERO (explicit route object) object, could be 

exchanged to setup the Ethernet switches forwarding 

tables (VLAN ID & MAC entries) according to the 

label chosen. The transport of GMPLS messages 

could be either in band or out of band.  

All GMPLS LSP attributes could be engineered for 

the ESPs, such as priorities, protection type, QoS 

profile etc. These attributes could be advertised via 

OSPF-TE. Because GMPLS use IP address notation, 

there must be a mapping between IP notation and 

MAC addresses. 

In PBB-TE, a similar constraint is present similar to 

the RWA, in that the label VLAN ID/MAC tuple, has 

to be the same across the LSP path, since the MAC is 

the destination MAC, (for the LSP going to the 

destination) and the VLAN ID is single for the LSP. 

The protocols in the GMPLS family could again be 

used, such as LMP for fault detection and link 

discovery, and the PCE for route calculation. 

3.4 PBB-TE Fault Recovery 

Using GMPLS, a working VLAN tunnel with an 

assigned VLAN ID could be setup via RSVP-TE, 

which may be protected end to end by a backup tunnel 

with a different VLAN ID but the same egress PBB 

MAC address. As done normally in GMPLS, working 

and backup paths can be associated with the 

ASSOCIATION object. PBB-TE IEEE 802.1Qay 

defines 1:1 linear protection procedure, where some of 

the services could use the backup paths during normal 

operation [32]. Alternatively, instead of GMPLS 

signalled protection, fault recovery procedures could 

follow the ITU G.8031 standard for Ethernet Linear 

Protection, with APS OAM messages exchanged over 

the backup path to coordinate the rerouting. Fault 

detection could be via the absence of CCMs 

(continuity check OAM messages), exchanged over 

both working and protection tunnel. 

If GELS (GMPLS controlled Ethernet Label 

Switching) [28, 33] is used, it would be possible to 

have local fast protection using the GMPLS local 

protection schemes, but not facility protection, 

(reroute a group of ESPs) since label stacking in 

PBB-TE is not possible within a single carrier domain, 

as the single carrier domain VLAN is flat and not 

hierarchical. This impose an important scaling 

limitation because thousands Ethernet customer 

connections (reflecting the Service Instance Identifier) 

would be carried in a carrier PBB-TE MAC tunnel. A 

form of label merging could be done in PBB-TE using 

the technique of shared forwarding [28]. Multidomain 

PBB-TE networks could be hierarchical, e.g., if 

multiple PBB-TE domains are interconnected by a 

core PBB-TE domain. 

Another requirement in a VLAN architecture is the 

ability to restore point to multipoint connections. Such 

connections correspond to the E-Tree service that 

MEF (Metro Ethernet Forum) specified for Carrier 

Ethernet. Protection for point to multipoint is 

currently being defined as described in Ref. [34]. 

Mentioned alternatives for point to multipoint 

protection are segment protection, backup tree, or end 

to end backup for each source destination pair. Point 

to point segment protection is currently been 

addressed also [35].  

Dynamic restoration procedures for PBB-TE are 

not defined at present, since the GMPLS control plane 

extensions are still under study. Currently there are no 

defined procedures for ring protection in PBB-TE. 

3.5 Provider Link State Bridging 

PLSB (a pre-standard implementation of IEEE 

801.2aq - Shortest Path Bridging) [36, 37] is a 

modified version of PBB where the STP is replaced 
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by an IS-IS routing protocol. The IS-IS protocol 

distributes topology information across the entire 

network so that each node has a common view of the 

network. Given this view, each node calculates 

shortest paths in a parallel and independent manner, to 

accommodate the known service requests (I-SIDs) to 

other nodes and carry on, to build its own MAC FIB 

(forwarding information base).  

In PLSB, each node can act on its own for making 

routing or rerouting decisions. For example, if a fault 

occurs on a link, the attaching node will find a new 

shortest route avoiding the failed link and after IS-IS 

convergence, adjust its FIB and direct the traffic to the 

new route. In the occurrence of a fault, IS-IS 

convergence is much faster (hundreds of milliseconds) 

than STP. Only nodes which have their shortest path 

tree passing from the failure are affected during IS-IS 

convergence. 

Unicast and multicast traffic follow the same 

shortest path in both directions of the bidirectional 

connections, thereby allowing reverse path forwarding 

checks and very rapid multicast recovery. Also it is 

possible to build a control I-SID multicast tree over 

which link state packets are going to be forwarded in a 

failure situation, and by this way, convergence times 

will become independent of network diameter and 

approach nodal convergence times.  

These mechanisms provide advantages to PLSB for 

the transport of video multicast services. At this time, 

PLSB is still in the days of standardization. 

3.6 Ring Based Packet Topologies 

Adopting a packet based transport in rings, would 

result in a more efficient bandwidth use. ITU-T Rec. 

G.8032 –ERPS (Ethernet Ring Protection Switching) 

is fully compatible with native Ethernet frame format 

and Ethernet inexpensive hardware, and can achieve 

protection time below 50 msec. 

In ERPS, during normal operation, one of the links 

(named ring protection link - RPL) around the ring is 

blocked from transferring traffic, in order to prevent 

loops on the ring, and so the ring becomes a line that 

connects all nodes. If a failure of another link happens, 

RPL gets unblocked and all nodes become connected 

again. During this operation, R-APS messages are 

exchanged in Ethernet OAM-PDUs [38]. These are 

transported over a VLAN dedicated to APS, on the 

ring. Fault detection is performed via Ethernet CC 

OAM messages. 

In ERPS there is no allocation of backup bandwidth 

and therefore best effort traffic could be carried in 

normal operation over spare resources. A physical 

ERPS ring can contain many logical ERPS rings 

separated by VLANS. Each VLAN client ring could 

be protected by one ERPS incidence or we could have 

a multiple VLAN client ring protected by an ERPS 

incidence. G.8032 is still in the process of extending 

with new features such as interconnected rings 

protection, signal degrade trigger for protection etc. 

Similar but different to ERPS is the IEEE 802.17 

RPR (resilient packet ring) [39, 40] standard. RPR has 

a different to Ethernet MAC frame and different OAM 

packet structure and protocol. In general RPR is more 

complex and more expensive than ERPS. RPR has 

two fibres (like SDH rings), of opposite directions, 

and each node builds a topology map of the ring 

network to optimally route the traffic. Two methods 

are defined for protection, wrapping and steering. In 

wrapping, traffic is wrapped around, at the point of 

failure, to be routed over the counter rotating fibre, 

thus only the two nodes attaching the failed link need 

to take action. In steering, all nodes are notified of the 

failure and each node takes action by building a new 

map and rerouting the traffic. The wrapping method 

allows faster rerouting, as no far end notification of 

the fault is necessary, but uses a longer reroute path 

(inefficient use of bandwidth), while the opposite 

holds for steering. Protection times are in both cases, 

below the 50 m range. 

Although not based on MAC addresses, ring 

topology networks are possible to build using MPLS 

LSPs. In T-MPLS Shared Protection Ring Switching 
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(ITU G.8132), LSPs are set up around the ring 

between nodes. The ring consists of two fibers 

sending traffic in opposite directions, each fiber 

bandwidth split between working and protection. 

Connectivity is monitored via CV OAM packets 

exchanged every 3.3. m between nodes. If a fault is 

sensed by a node, APS Signal Fail messages are sent 

to other nodes. Again, recovering from fault, can be 

done by wrapping and steering in a similar way as 

described previously. Both P2P and P2MP 

connections can be protected. 

4. MPLS & GMPLS Survivability 

MPLS (RFC 3031) is a technique that enables the 

simplification of the forwarding decision made in 

routers, by using simplified labels instead of IP 

addresses and the setting up of LSPs (label switched 

paths) in packet networks with quality guarantees. It 

can use OSPF-TE [41] for routing and RSVP-TE [14] 

for signalling. 

MPLS has the advantage of delivering fine 

granularity protection (per LSP), while at the same 

time being able to reroute traffic as a group (to reduce 

control overhead) utilizing the concept of LSP 

merging (many LSPs rerouted in a tunnel LSP) and 

also to achieve fast (below 50 m) rerouting locally, 

delivering information about the fault locally, fast, 

possibly by hardware interrupt [42]. A description on 

MPLS fault recovery schemes could be found in Ref. 

[43]. 

GMPLS [44-46] is an extension of MPLS, which 

applies the concept of labels to paths of different 

technologies such as SDH/SONET or optical (WDM). 

In GMPLS, the control is separate from the data plane 

so that the same control could be applied to many data 

planes (technologies). Now, the signalling and the 

data network have different topologies. For this reason, 

LMP (link management protocol) [47] was introduced 

which helps RSVP to carry out data layer neighbour 

discovery, fault localization, and data link properties 

discovery.  

By having a unified representation of LSP 

connections and addressing, a common control plane 

can be build. By having an integrated control, it is 

possible to have topology information exchange and 

coordination of restoration actions between layers. This 

is a key element in facilitating integrated multilayer 

fault recovery, but standardization in this aspect is still 

in progress. The main construct of representing 

multilayer networks in GMPLS is the specification of 

a so called FA-Link (forwarding adjacency link). An 

FA-Link is a lower layer LSP which is presented to the 

higher layer as a single TE-link. In this way, a lower 

layer path could be represented as a one hop link 

between two higher layer nodes. 

GMPLS requires extensions to OSPF-TE and 

RSVP-TE to support the native technology of the 

layer which will operate (SDH, Optical, Ethernet etc.). 

Extensions for WDM Optical and Carrier Ethernet 

networks are presented in Sections 0 and 0. Recovery 

capabilities of GMPLS will reflect the native 

constraints of the technology. Lang and Rekhter [48] 

specifies GMPLS end-to-end 1+1, 1:N, preplanned 

rerouting and dynamic rerouting procedures. Berger 

[49] specified similar type of recovery procedures for 

segment GMPLS LSP protection. Papadimitriou and 

Mannie [50] gives an overall analysis of the GMPLS 

recovery functions within the transport network 

framework. 

4.1 Fault Recovery 

Fast protection is possible in MPLS by having a 

preset backup path at every node as shown at Fig. 5. 

The fast reroute backup paths can be set up 

automatically at the same time as the protected LSP is 

set up.  

For simplicity we will only shortly name the MPLS 

and GMPLS entities related to survivability. More 
 

 
Fig. 5  Local backups in MPLS.  
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information can be found in the corresponding RFCs 

while many publications have also covered this 

subject [44]. 

RSVP-TE extensions related to survivability: 

Protection and Association object: Defines link 

protection scheme attributes and associates working 

path(s) with its backup path [14, 48]; 

Holding and Setup priorities: From 0 to 7, to 

enable preemption of existing connections, from new 

(or rerouted) connections (RFC 3209); 

PathErr and ResvErr Messages with 

Error_Spec: To inform source and destination 

respectively of a failure and any related information 

(RFC 2205); 

Record Route, Explicit Route, Exclude Route 

Object: Exchanged for route specification. Loose 

routing specification is also possible. Using route 

information objects, working and backup paths can, if 

preferable, share links or verify no-sharing. [14, 48, 

RFC 4874]; 

Graceful Restart: A process enabling the 

continuation of data forwarding during a temporary 

control plane failure in GMPLS [51]; 

Crankback: A process of informing the source of a 

problem (with type/location information) in path setup, 

because of incorrect topology information [52]; 

Bi-directional Forwarding Detection: A fast hello 

protocol for detecting faults [53]. RSVP Hello is 

another hello protocol between RSVP entities 

facilitating fault detection (RFC 3209); 

Notify Message: Used to expedite notification of 

an event (e.g. a fault) to a remote node [14]; 

Link Protection Type: Link protection type 

attributes [41, draft-lang-ccamp-recovery-01.txt]; 

Shared Risk Link Group (SRLG): Used to 

identify if different links have a common vulnerability 

threat [41]. It can be used together with ERO to 

establish disjoint working and backup routes; 

Reverse Notification Tree (RNT): To inform the 

sources of merged LSPs of a common fault [54]; 

Reverse Backup: A method of local fast reroute 

[55]. Segment Recovery is another defined type of 

local GMPLS recovery [49]; 

Fast Reroute Object, Detour Object: Used to 

control the characteristics of the local backup path 

used for fast protection [56, 42].  

OSPF-TE extensions related to survivability: 

Link Protection Type: [41, RFC 4202]; 

Shared Risk Link Group (SRLG): [41, RFC 

4202]; 

Bandwidth Information: [41, RFC 4202]. 

MPLS and GMPLS are complex protocols and the 

likelihood of a race condition in their operation is not 

negligible. This can affect network stability. In Ref. 

[57], section 7.3 explains such possible cases, e.g. 

incorrect refresh timer values in RSVP or LMP 

Hellos. 

4.2 Operation and Maintenance 

OAM are special packets in-band to the data 

channel, exchanged to realize various functions that 

help the management of configuration, performance, 

and faults. These functions could be applied locally, 

end to end, per LSP, or per section. MPLS OAM 

functionalities are still incomplete and where 

necessary and possible, the OAM functionality of the 

native layer technology (Ethernet, SDH etc.) could be 

used. An overview of the MPLS OAM is given at 

[58].The general requirements and framework for 

MPLS OAM is described in IETF’s [59, 60]. 

“MPLS Echo Request” messages (RFC 4379) 

provide Ping and Traceroute functionality, to test the 

correct operation of the forwarding and the control 

plane and to localize or verify a fault. This mechanism 

is intended to be used for periodic tests in timescales 

of tens of seconds or minutes. 

Bidirectional Forwarding Detection (BFD) [53] is 

basically a fast hello protocol. It is more lightweight 

than MPLS Echo Request, able to detect faults in the 

data plane only, designed to operate in timescales of 

sub-second and could be implemented in hardware 

e.g., at line cards. 
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“MPLS-OAM PC (performance control)” and 

“MPLS-OAM Performance Flow (PF)” packets are 

defined in a recent recommendation [61] for 

performance monitoring. PC OAM is used to set up an 

LSP over which PF OAM packets (having a sequence 

number and a time-stamp) are going to be sent to 

measure packet loss and one-way delay/jitter.  

“Label Switching Router Self-Test” [62] is a 

procedure by which an LSR can test its own 

forwarding plane functionality by sending a loopback 

packet to an upstream LSR and inspecting its 

reception back to itself. 

The above functions are defined by IETF. ITU has 

also formed the Y.1711 recommendation, which 

specifies MPLS OAM packets identified by label 14, 

for CV (connectivity verification), FFD (fast failure 

detection), CCM (continuity check message), FDI 

(forward defect indication) and BDI (backward defect 

indication). 

T-MPLS is a version of MPLS with added 

functionalities for transport networks and emphasis on 

resilience. ITU has defined protection schemes for 

linear (Y.1720, G.8131) and ring (Y.mrps, Y.1383, 

G.8132, Y.1382) topologies and a quite extended set 

of OAM functions (Y.1373/G.8114 & G.8113/Y.1372) 

[63, 64].  

GMPLS OAM is more complex since it may refer 

to different technologies (optical or packet) and 

because the transparency limitation in all optical 

networks prohibit OAM processing. Nadeau, Otani 

and Brungard [65] described the required functions 

that should be present in a GMPLS network. Takacs, 

Fedyk and He [66] described the processes related to 

the establishment of OAM entities across an LSP via 

RSVP-TE. With this, it is possible for the OAM 

entities to be setup at the same time while the LSP is 

setup. 

At the moment, GMPLS OAM is incomplete. 

Comparing to MPLS OAM, some functions cannot be 

applied e.g., LSP trace route, since control is separate 

from data and some OAM functions depend on 

techniques still in research, e.g., performance 

monitoring for the optical layer. 

5. Multilayer Fault Recovery 

Several reasons necessitate the integration of 

different layer recovery processes, both before 

(provision stage) and during the fault. Some of these 

reasons are, resource savings (avoid duplicate 

backups), prevention of deadlock (one layer rerouting 

while the other also reroutes), higher availability by 

better routing (avoid SRLGs), choice of delivered 

recovery (protect some traffic at lower layer and other 

at higher), faster fault localization and detection (by 

lower layer informing the upper). It is found that 

overall, recovery at the lower layer is less costly and 

faster. 

Some important architectural components for this 

integration goal, are ASON with its signalled 

connection setup, GMPLS with its integrated control, 

and PCE [67] which allows distribution of route 

calculation. Many additional functions in these 

components, are still are under research, especially for 

multilayer scenarios. 

Paper [68] given an outline of recent studies in 

multilayer survivability design. Some of the suggested 

new methods are: the use of dynamic hold off timers 

according to type of failure, the protection of high and 

low priority traffic in optical layer and packet layer 

respectively, the application of a mixed proactive and 

reactive topology update model. It states that goals of 

design should include the reduction of interlayer 

signalling, the elimination of redundant protection in 

multiple layers, the addressing of multicast traffic and 

the introduction of multiple constraints (e.g., 

interlayer port numbers) in multilayer design 

algorithms. 

Paper [69] presented a simulation which proves that 

bottom up recovery gives smaller restoration time. 

Smaller restoration time is also found with the 

replacement of the hold-off timer by a recovery token. 

There is also a need to integrate the OAM 
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information flows between layers in a multilayer 

network. As described in Ref. [70], some of the 

requirements are: for the client layer to be able to 

request server layer OAM, for the server layer to 

inform client layer about server layer OAM 

information, for the translation of OAM information 

from client to server in order to have a meaning for 

the specific technologies. 

Several issues are also unresolved for interdomain 

OAM information exchange. This is because any 

information exiting the domain is filtered by domain 

policies. As a result fault information (location, type) 

may be filtered, no detailed intradomain link 

information would be available (RRO object would be 

filtered) and any reroutes may be suboptimal (RFC 

5151). 

6. Conclusions 

As technologies in optical and Ethernet develop, 

(OBS, PBB), fault recovery schemes will adapt to the 

requirements and capabilities of the particular state of 

technology.  

GMPLS has an extensive framework of fault 

recovery functions which could be utilised if it is 

introduced in a network as a control plane, but 

GMPLS must contain the extensions or adaptations 

needed to be able to control the resulting networks. 

Some GMPLS extensions have already been 

addressed for optical networks such as the RWA 

constraint or the LSP deletion process but others 

remain to be defined, such as extensions in OSPF-TE 

to include measures of the optical link quality (OSNR 

etc.) or adaptations for optical rings. Transparency in 

all optical networks impose a significant limitation in 

network monitoring and OAM functions. New 

performance monitoring schemes are being researched. 

LMP provides a solution and an alternative to OAM 

for fault detection, notification and localization. 

OBS combines the advantages of packet and optical 

circuit switching, delivering the statistical 

multiplexing gain directly into the optical domain. 

GMPLS does not have a label structure defined for 

OBS networks and no extensions in OSPF-TE or 

RSVP-TE for setting up OBS LSPs. 

GMPLS can be the solution to an integrated control 

of multiple types of networks but no complete 

solutions have been given for distributing the control 

in order to be scalable and define its operation in a 

framework of policies for a cooperative action. 

Ethernet has now an extended OAM framework 

that enriches it with transport network features. 

Protection procedures using OAM have been defined, 

but the GMPLS extensions for its application to 

Carrier Ethernet is still incomplete. The same holds 

for GMPLS control of PBB-TE and PLSB. In addition, 

PBB-TE / PLSB do not have ring topology recovery 

defined. 

Finally, standardization of distributed restoration 

(other than re-establishing the failed path) is very little, 

compared to protection schemes, local or end-to-end. 
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